Bachelor of
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C . Pre- Credit C . Pre- Credit
Y ourse Course Title re redi ourse Course Title re redi
Code requisites Hours Code requisites Hours
Semester 1 Semester 2
cP 101 '“tCrOd“Ct'Q” to 3 ARAB 101 Arabic | 3
omputing
% CP 110 Programming | 3 CP 115 Programming Il CP 110 3
E ISLS 101 Islamic Studies | 3 CP 120 Digital Logic Design 3
% MATH101 Calculus | 4 MATH102 Calculus Il MATH 101 4
STAT 101 | General Statistics 3 STAT 102 Probability Theory STAT 101 3
Total Credit Hours 16 Total Credit Hours 16
Semester 3 Semester 4
CHEM101 General 4 CP 225 | Operating Systems CP 220 3
Chemistry |
Systems Analysis
= CP 210 Data Structures | CP 115 3 CP 230 and Design CP 210 3
I Computer
E CP 220 Organization and CP 120 3 CP 240 Databases CP 210 3
= Architecture
§ MATH212 Discrete Math MATH 101 3 ENG 201 Technical Writing 3
"’ Applied
STAT 250 | Probability and STAT 102 3 PHYS 101 General Physics 4
Random
Processes
Total Credit Hours 16 Total Credit Hours 16
Semester 5 Semester 6
System Database
IT 325 Administration CP225 3 IT 340 Administration CP 240 3
Advanced Networks
. IT 310 Programing CP 210 3 IT 355 Administration CS/IT 350 3
< Computer Project
E CS/IT 350 Networks CP 225 3 IT 335 Management CP 230 3
o Introduction to Concentration
l:T_: IT 370 Cybersecurity 22 3 IT XXX Course | 3
IT 380 Human-Computer CP 230 3 IT XXX Concentration 3
Interaction Course |l
General Education General Education
GEE XXX Elective z GEE XXX Elective 3
Total Credit Hours 18 Total Credit Hours 18
Summer Training Department
T390 (200 Hours) Approval 1
Semester 7 Semester 8
Needs Assessment
CS/IT 498 Senior Project | IT 390 1 IT 491 and Technology IT 390 3
Evaluation
« CS/IT 401 Professional IT 390 3 CS/IT499 |  Senior Project Il | CS/IT 498 3
< Computing Issues
> Concentration Concentration
R IT XXX Course Il 3 IT XXX Course V 3
5 IT XXX Concentration 3 IT XXX Major Elective 3
o Course IV
o | Vel B 3
General Education IT XXX Major Elective 3
GEE XXX - 3
Elective
Total Credit Hours 16 Total Credit Hours 15




Bachelor of Science in

Information Technology

Concentration Courses

Course Code Course Title Pre-requisites Credit Hours
IT 330 Software Engineering | CP 230 3
IT 478 Computer Forensics and Investigation IT 370 3
IT 450 Mobile Applications CS/IT 350 3
IT 455 Internet Applications CS/IT 350 3
IT 459 Data Network Design and Evaluation CS/IT 350 3

Bachelor of Science in Information Technology

Cybersecurity

Concentration Courses

Course Code Course Title Pre-requisites Credit Hours
IT 375 Information Security Management IT 370 3
IT 378 Fundamentals of Network Security CS/IT 350 3
IT471 Cybersecurity Risk Management IT 370 3
IT 475 Applied Cryptography and Data Security IT 370 3
IT478 Computer Forensics and Investigation IT 370 3

Bachelor of Science in Information Technology

Networking

Concentration Courses

Course Code Course Title Pre-requisites Credit Hours
IT 356 Advanced Computer Networks CS/IT 350 3
IT 358 Wireless and Mobile Communication CS/IT 350 3
IT 451 Cloud Computing CS/IT 350 3
IT 456 Internet of Things CS/IT 350 3
IT 458 Software Defined Networks CS/IT 350 3




Major Electives

Course Code Course Title Credit Hours
IT 495 Special/Selected Topics 3
IT 492 E-Business Technology 3
IT 485 User-Centered System Design 3

General Education Electives

(Free Electives)

Course Code Course Title Credit Hours

PSY 101 Introduction to Psychology 3

El' 101 Emotional Intelligence 3
ENG 204 Critical Thinking 3
ETH 101 Social Ethics 3
MKT 333 Public Relations 3

GD 286 Photography | 3
NPS 101 Negotiation and Problem Solving 3
SPD 101 Soft Skills and Personality Development 3
GED 100 Introduction of Design Software 3
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Hours Number
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This introductory course is designed to provide students with
,a comprehensive general understanding of the basic concepts
processes and ,applications ,organization ,technigues
Topics include introduction .operation of computing systems
number ,computer systems ,to the discipline of computing
,basic computer organization ,data representation ,systems
,networking fundamentals ,operating system functionalities
,software engineering methodologies ,the Internet 3 CP 101 Introduction Level 1
and developing algorithms to solve ,programming languages to Computing = Year 1
computational problem.
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The objective of this course is to cover the fundamental
concepts of procedural programming. This course introduces
the Java programming language and helps students develop
basic problem-solving skills. Topics include: algorithms,
flowchart, API, IDE, and JDK, numerical data, primitive data
type, arithmetic operators, cast value of one type to another
type. In addition, topics related to selection statements,
switch statements, break and continue statements will be
presented. Furthermore, Java basics relational operators,
logical operators, logical expressions, Boolean variable, and
Boolean expressions will be covered. Finally, repetition
statements, nested loops, methods, and arrays will be Programming @ Level 1
3 CP 110
addressed. | Year 1
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This course introduces the fundamental concepts of digital
logic design. Topics include number systems, binary codes,
Boolean algebra, canonical and fundamental forms of Boolean
functions, functions applications to digital circuits design,
minimization of Boolean functions by Boolean algebra and 3 CP 120 Digital Logic Level 2
Karnaugh maps, two -level and multi-level digital circuits, Design Year 1
decoders, encoders, multiplexers, demultiplexers, latches, flip-
flops, registers, counters, analysis and synthesis of
synchronous sequential circuits.
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This course aims to equip students with a solid understanding
of the concepts of object-oriented programming. Starting with
the foundations of OOP, it introduces classes, objects, and
instances of a class. The course covers class definitions,
exploring constructors, methods, the 'this' and 'new'
keywords, and the details of method and constructor
overloading. The importance of the Unified Modeling
Language (UML) and class diagrams is emphasized, imparting
essential design skills. The course then touches on access
modifiers, highlighting the distinctions and applications of
'private’, 'public', and 'protected' modifiers. Advanced OOP
concepts such as inheritance, encapsulation, data abstraction,
polymorphism, and abstract classes are thoroughly examined.
Participants will also learn about error handling through
exception handling and assertions, ensuring robust code
development. The course discusses collections, with a focus 3

on Arraylists and other standard classes. Concluding the
program, there's a segment dedicated to designing and
implementing graphical user interfaces using Java Fx.
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This course provides students with an understanding of
abstract data structures, including, but not limited to, arrays,
linked lists, queues, stacks, trees, and graphs. The course also

aims to give a conceptual understanding of the trade-offs
between various data structures, hence enabling students to
choose an optimal data structure for a particular application.
The students will also learn concepts of algorithmic design,
recursion, and a variety of searching and sorting algorithms.
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This course examines the structure and functions of the
The student .different components of Computer architecture
will learn the fundamental elements in a computer system
and interfaces to ,memory ,including the processor design
Additional topics includes .external components and systems
,improving performance via pipelining and parallel processing

CP 115

CP 210

CP 220

Programming
Il
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Structures |

Computer
Organization
&
Architecture
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Year 1
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Year 2
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Year 2



computer arithmetic’s and the design ,also addressing modes
.of its logic circuits and MIPS assembly language programming
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This course aims to provide a methodical approach to
,including systems planning ,developing computer systems
The course approaches .and implementation ,design ,analysis
the development of information systems from a problem-
emphasizing the strategies and ,solving perspective
technigues of systems analysis and design for producing
logical methodologies for dealing with complexity in the
development of information systems.
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The Operating Systems course provides an in-depth
and ,principles ,understanding of the fundamental concepts
It .mechanisms underlying modern operating systems
explores the essential components and functionalities of
operating systems and their role in managing computer
resources and facilitating efficient execution of programs.
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This course offers students a comprehensive grasp of essential
file ,It covers key areas including data .database concepts
,Additionally .and database users ,databases ,systems
students will explore vital concepts such as data modeling
the relational data ,using the Entity Relationship (ER) model
functional ,relational database constraints ,model
the ,normalization for relational databases ,dependencies
and SQL ,database security ,storage ,relational algebra
queries.
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The course is designed to introduce the students to the Linux
operating system. Topics included: system installation and
configuration, basic system administration, system updates,

user management, permissions, software troubleshooting, log

files, backup methodologies, maintenance requirements and

methods, security, printer configuration, system services, and
scripting

CP230
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CP 240
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The course -as a first level of the cybersecurity track- provides
the students with the driving factors for the need of
cybersecurity, its basic terms, fundamental concepts,

vulnerabilities and threats, as well as the security mechanisms

to countermeasure cyberattacks and maintain cybersecurity
services. Topics include cyber vulnerabilities, types of threats
and attacks, threat modeling, adversary modeling and security
analysis, cybercrimes and cybercriminals, difficulties in
defending against attacks, as well as governance and cyber
risk management. In addition, the fundamental cybersecurity
design principles are studied as well as the appropriate
mechanisms to maintain cybersecurity services, which include
authentication, symmetric and asymmetric-key cryptography,
hash function, entity authentication, access control, message
integrity, and digital signature. Furthermore, the essential
concepts of network and system security tools such as
firewalls and intrusion detection systems, as well as software
security, are appropriately addressed.
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3 IT 370

The course provides the students with a wide background and
solid understanding of computer networks as the foundation
of the IT infrastructure. The fundamental concepts, protocol

layering, operations, performance and techniques of
computer networks and the Internet are thoroughly and
deeply addressed. Topics include overview of computer
networks and its basic building blocks, as well as the TCP/IP
Internet protocol suite versus OSI reference model. The key
duties, services and main supporting protocols of the
application, transport, network, data-link and physical layers
are extensively covered. Error control, congestion control, 3 IT 350
flow control, routing algorithms, transmission media, network
devices, and different network addressing schemes are deeply
discussed. The course is well-rounded to address both the
theoretical concepts and practical applications of computer
networks.
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The course concentrates on using programming for problem
solving and to figure out the essential methods to analysis
Advance programming topics -problems and to sit its solution
Input and output ,are given include exception handling
multithreading coordination and ,file managements ,streams
network ,critical section problems and the solutions
,programming using connection and connectionless protocols
connectivity with databases and finally graphical user interface

(GUI). 3 IT 310
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This course offers students a comprehensive understanding of
,techniques ,methods ,processes ,the fundamental concepts
and tools used by organizations to effectively manage
Topics covered include an introduction to project .projects
the project management and information ,management
project time ,project scope management ,technology context
project quality ,project cost management ,management
project human ,project risk management ,management
,project communications management ,resource management
project procurement ,project stakeholder management
By the .and project integration management ,management
students will possess the knowledge and ,end of the course 3 T 335

skills necessary to successfully manage projects in various
organizational contexts.
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The course aim is to develop the students’ ability to
understand and analyze several issues related to Information
‘Topics to be covered include .Security Management
Overview on Information Systems Security Principles and
Security ,Information Security Management ,Models
,Security Standards and Code of Practice ,Frameworks IT 375
,Procedural security controls on people and systems
Privacy Laws and regulations. ,Strategies and policies
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The course is designed to provide the students with a wide
background of the fundamental concepts of database
administration. Topics include introductory review of what is a
database administration, as well as the creating the database
environment. Data lifecycle management and metadata
management, database connectivity, database security,

database backup and recovery, disaster planning are
addressed. In addition, performance management, system Database
erformance, data movement and distribution are outlined. . . Level 6
P / 3 T340  Administratio
N Year 3
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The course is design to explore the principles of network
administration. Topics include network OSI layers and CISCO
IOS configuring devices, IP addressing and subnetting,
introduction to routing, static routing, default routing,
dynamic routing, RIP1 and RIP2, troubleshooting, routing table
lookup process, OSPF, switching & switch configuration,

switch security, VLANSs, spanning tree protocol, VTP, inter
Network

VLAN routing, and network troubleshootin.
Level 6
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The Cybersecurity Risk Management course is designed to
provide students with a comprehensive understanding of the
principles, frameworks, and practices involved in managing
cybersecurity risks within organizations. The course explores
the ever-evolving landscape of cybersecurity threats and
equips students with the necessary knowledge and skills to
identify, assess, mitigate, and manage such risks effectively.
Throughout the course, students will delve into various
aspects of cybersecurity risk management, including risk .
P Y 4 . & g Cybersecurity | Level 7
assessment methodologies, the development of risk ,
. . 3 IT471 Risk Year 4
treatment strategies, and emerging trends and future
. i Lo Management
challenges in the field. Emphasis will be placed on
understanding the interconnectedness of technology, people,
and processes in the context of risk management.
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This module introduces the field of human computer
It .interaction with emphasis on its impact on software design
provides the student with theories and models of the way
users think and work to guide the students to best design the
It provides an .interface to suite users’ preferences
understanding of the underlying processes of human
and demonstrates their ,information processing ,perception
Students will learn how to .relevance to user interface design
navigation ,user support ,apply mechanisms such as feedback
aids and good screen design in constructing interface designs
Students will also learn techniques .that match users' needs
for evaluating user interface designs that are grounded in
theory
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This course provides students with a comprehensive
understanding of the fundamental concepts surrounding
ethical and social issues arising from the rapidly evolving

Topics .information society at both local and global levels
ethics for IT workers ,covered include an overview of ethics
freedom of ,privacy ,computer and internet crime ,and users
the ,social networking ,intellectual property ,expression
impact of information technology on productivity and quality
the ,Additionally .and the ethics of IT organizations ,of life
course explores the societal implications of information
technology in various domains such as business and medicine.
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This is an introductory course to network security and security
it is critical to ,In today business environment .applications
this ,Therefore .grasp security methods and applications
course aims to enrich students’ understanding of the concept
Topics .of network security theoretically and practically
review of components used in an enterprise security :include
security auditing ,firewalls ,infrastructure involving routers
email ,(Virtual Private Networks (VPN ,and assessment tools
and Intrusion ,wireless security ,cloud security ,security
The integration of various .Detection/Prevention Systems
including Network ,components will be studied in detail

AT Level 5
IT380 Computer

. Year 3
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CS,IT 401 Computing Year 4

Issues
IT 378 ) Year 4
Security



design of firewall rule sets and ,(Address Translation (NAT
email security. ,performance considerations
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This course presents students with a comprehensive
It will introduce .understanding of digital forensic principles
,legal considerations ,preservation ,students to the collection
It incorporates laboratory .and analysis of digital evidence
demonstrations (using forensics tools) to reinforce practical
applications of digital forensic theory.
3 IT478
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This interdisciplinary course offers a comprehensive
exploration of e-business in the digital age, blending technical
web development skills with strategic business concepts.
Students will leard web technologies (HTML, CSS, JavaScript,
PHP, SQL) and web security, while also mastering market
analysis, supply and value chain management, and online
payment and procurement systems. The course emphasizes
practical applications in various sectors, analyzing
opportunities, challenges, and risk management in the
dynamic e-business landscape. It is tailored for students
aiming to excel in both the technical and strategic realms of

modern digital commerce. 3 IT 492
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This course basically refreshing the students with what they have 3
studies and introduces them to the advanced mathematical
concepts of function ,areas ,limits and their applications which
are commonly used in economics and business -Materials in this
course will emphasize on three topics ,linear ,differential ,and
integral functions

This course is intended for students who plan to study calculus
or plan to attend a college with a mathematics requirement .In
this course students will review mathematical fundamentals ,and
several types of functions including polynomial ,rational
functions ,exponential functions ,and logarithms .Part of the
class will be devoted to trigonometry .In preparation for

calculus ,students will be exposed to limits ,continuity .Students
should expect daily assignments ,activities ,tests ,projects ,and
quizzes consisting of short-answer questions and calculation.

This course focuses on the fundamental concepts of differential 4
calculus .Topics include the concepts of limit and continuity;

rates of change; basic differentiation rules; derivatives of

algebraic and transcendental functions; applied optimization

problems; implicit differentiation and related rates; the Mean

Value Theorem; linear approximations; curve sketching; simple
differential equations; integration; simple parametric equations

and polar coordinates.

This course covers the fundamental concepts of integral calculus. 4
Topics include anti differentiation; the definite integral; the
Fundamental Theorem of Calculus, areas and volumes;

integration techniques; improper integrals; applications of the

integral; linear differential equations and applications;

sequences and series; polynomial approximations; Taylor series

and power series; calculus with parametric curves and polar
coordinates

This course covers the calculus of several variables and is the 4
third calculus course in three course sequence. Topics include
functions of several variable, partial derivatives, multiple
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integrals, solid analytic geometry, vector valued functions, line
and surface integrals. Upon completion, students should be able
to solve problems involving vectors and functions of several
variables.

This module is the basis of Mathematics for Computer Science .It 3 MATH 212 | Discrete Math
is to study the logical and algebraic relationships between

discrete objects .This course cultivates clear thinking and

creative problem solving by developing student’s mathematical

maturity in several core areas; logic and proofs ,sets ,functions,

sequences and summations ,relations ,counting techniques and

Inductive proofs .It is important in the science ,where it has

increasing application in many areas ,an exemplar of which is the

understanding of DNA sequences in molecular biology.

Basic concepts - First-order differential equations - Existences 3 MATH 204 Differential
and Uniqueness for initial — boundary value problems - equation
Separable variables - Homogeneous equations - Exact equations .

Linear equations - Equations of Bernoulli - Ricatti .Substitutions -

Picard's methods - Linear differential equations of higher-order -

Homogeneous equations with constant coefficients ,Method of

undetermined coefficients ,Method of variation of parameters .

Differential equations with variable coefficients ,Cauchy-Euler

equations - Laplace Transform - Applications of Laplace

transform to solve ordinary differential equations.

systems of Linear Equations .Gauss-Jordan Elimination Method . 3 MATH 241 | Linear Algebra
Matrix Algebra .The Inverse of a Matrix .Determinants .Cramer’s

Rule .Vector Spaces and Subspaces .Euclidean Spaces .Linear

Transformations .The Kernel and The Range of a Linear

Transformation .Spanning Sets .Independent Sets .Bases .

Dimension .Eigen values and Eigenvectors

This course aims to give the students an understanding of 3 STAT 101 General
statistics and learn commonly used statistical techniques .Topics statistics
include collecting data ,graphical presentation and tabulation,

measures of central tendency ,measures of dispersion ,

elementary probability ,probability distributions ,variance and

expected value ,meaning of the various kinds of random

variables (discrete& continuous .(The course presents an

example for discrete random variable (the binomial random

variable) and an example for the continuous random variable

(the normal random variable)

This course aims to explore the theory of probability .Topics 3 STAT 102 Probability
include Descriptive statistics ,Laws of probability ,Discrete theory
Distributions ,Continuous Distributions ,Normal approximation to

Binomial distribution and jointly distributed random variables ,

Sampling distributions and the Central Limit Theorem,

Estimation and hypothesis testing for one-sample ,two-sample

and matched pairs data ,Chi-square test for association

Correlation and regression.

This course aims to give the stochastic processes and some 3 STAT 250 Applied
important applications of this subject in real life. By the end of probability
this course students will know the importance of statistics in our and random
life since all present decisions depend on the analysis of processes

statistical data and also the prediction of future states depends

on the statistical tests

Markov chains is one of the most important tools for prediction

of the future behaviors of has been studied with some models;

weather model ,The Ehrenfest model ,Companies profit and loss

in the future.

The course covers physical quantities and dimensional analysis, 4 PHYS 101 General
vectors, motion in one dimension, motion in a plane, Newton’s Physics |



laws, friction, work and energy, impulse, momentum, collisions,
and rotational motion

This course contains the basic concepts and principles of Electric 4
charge, Electric Force, Electric Field, Gauss’ Law, Electric

potential, Electrostatic Energy and capacitance, Electric current

and Electric Circuits. Magnetic force, Electro-magnetic induction

The course aims to introduce students to basic knowledge and 4

principle in chemistry.

e Classify the matter and define its physical and chemical
properties.

* Write and read the chemical formula for compounds.

* Define subatomic parts of the atom.

* Discriminate between atomic number and mass number.

* Define atomic and electronic structure of the elements.

*  Write and balance the chemical equations.

e Make calculation from chemical equations (mole-mole,
mole-mass ,mass-mass ,(theoretical and percentage
yield ,and solubility product constant.

* |dentify physical properties of solutions ,factors affect
solubility ,and measure its concentration (molarity)

* Discriminate the type of chemical bonding.

* Define strong ,weak acid & base and calculate the PH of
the solution.

* Able to nomenclature ,classify organic compounds and
discriminate between aromatic and nonaromatic
compounds.
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CHEM101
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